Northern Beaches Council GIPA Class 1 Contracts

Name of Contract:

Cyber Security Managed Services

Contract Number:

2024/083

Successful Tenderer:

CyberCX Pty Ltd

Address of Tenderer:

Level 4, 330 Collins St
Melbourne, Victoria, 3000

Sub Contractors:

Software suppliers

e Airlock

e Crowdstike
e Imperva

e /scaler

Contract Commencement
Date:

6 December 2024

Duration of Contract:
Include extension periods

Initial term three (3) years with the option to extend for an
addition two (2), one (1) year terms.

Description of Goods,
Services, Consultancy or
Works:

Council is requesting services for Security Operations Centre
(SOC) management and support services, including
technologies and solutions that form part of the SOC solution
and Managed Services offering. Additionally, Council is
requesting service details and pricing for License Renewals
and Professional Services, who will be engaged to provide 24
x 7 Cyber Security monitoring and support services including
but limited to:
e Security Operations Centre (SOC) Managed Services
24x7x365
e Security information and event management (SIEM)
services and technology migration
e Web Application Firewall (WAF) monitoring
e Software Licenses & Renewals
e Professional Services
o Penetration Testing
o Consulting
o Training and workshops

Estimated amount payable to
the contractor under the
contract (exc gst):

Contract value: $3,818,061.34

Provisions for Variation to the
Cost Amount:

Only with the approval of Council or its authorised delegate, in
accordance with the variation clause in the contract; or where

provisions under the contract allow for the amount payable to

be adjusted

Provisions for Renegotiation:

None

Method of Tender:

RFQ via Tenderlink under SCM0020 terms and conditions

Tender Evaluation Criteria:

Assessment
Weighting
or Pass/Fail

Criteria

Performance Information & Business

c Weighted - 10%
Information

Personnel & Sub-contractors Weighted - 10%




Proposed Methodology

Weighted - 20%

SOC and License RFQ Requirements

Weighted - 30%

Schedule of Fees

Weighted - 20%

Council IT Technology and
Architecture Requirements

Weighted - 10%

Provision for Operational and
Maintenance Services:

In accordance with the contract terms

GIPA Act 2009 No 52 details can be viewed on the below link.
https://www.legislation.nsw.gov.au/#/view/act/2009/52/part3/div5



https://www.legislation.nsw.gov.au/#/view/act/2009/52/part3/div5

